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$ ruby hello.rb
$ ruby -e 'puts "hello world

$ ruby -pe “gsub(/perl/, "ruby’)’
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class Hello
def say(whom = “world”)
outs “"hello ” + whom

end

end

nello = Hello. new

nel lo.say(“shugo™) #=> hello shugo
nel lo. say #=> hello world
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S = .sub(/perl/, )
S = .chop

S = .Sstrip

words = .split

word = .slice(/¥wt+/)

name = .slice(/def (¥w+)/, 1)
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duck = Object. new
def duck. quack
PUTS

end
duck. quack
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o [717, : ].collect { |s]
S.to |

Vo #=> 1, 2, 3]
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olus = lambda { |x, V|
X TtV

}
o plus.call(2, 3) #=> 5
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->(x) |
}[f[—>(ar9) { x[x]Jlarg] }]
—>(x) {
} f[->(arg) { x[x][arg] }]
]
}
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ActiveRecord
ActionView

ActionController
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class Post < ActiveRecord: :Base
end

oost = Post.new(:title = "5 2 K7,
body => " A K T9, ¥n")
post. save
test = Post.find(:first,
-conditions =) "title = "5 A K 7)
p test. body
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<p><%= h(@message) %></p>
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class PostsController < ApplicationController

def index
@posts = Post.find(:all)

respond to do |format
format.html % index. rhtml
format.xml { render :xml => @posts,to xml }
end
end
end
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String#concat, Array#push
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p ARGV[O0]. tainted? #=> true
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p (ARGV[O] + "baz”).tainted? #=> true
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S. taint
p s.tainted? 7=> true
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s.untaint
p s.tainted? #=> false
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p s.tainted? #=> true
system(s) #=> SecurityError
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post = Post. find(:first,
:conditions =)
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post = Post.find(:first,
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# 2D Cparams[:title]A O #—MFNIXHATAB
post = Post.find(:first,
conditions => [
“title = 7?7,
params[:title]
1)
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title = params[:title]
post = Post.find(:first,
-conditions => [

{ :title => title }
1)
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title = params[:title]
# find by titlelZBMEBICIGLC TIELGN B

post = Post.find by title(title)
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#allzf{fitdE I XNTDFRZESITIRT
posts = Post.find all by title(title)

1 and TEH DE M DANDIR FE
post = Post.find by title and author(title, author)
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= Post. find(params[:id])
.update attributes(params[:post])



~ oo IR

class User < ActiveRecord::Base
end

B ERICITFOSA T NDOSDAT
params = {
user => {

} sadmin => “true” # admin/s %z A E

}
¥ I1—YDERD F 1%

user.update attributes(params[:user])
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class User < ActiveRecord::Base
# LURTIEEL ZBIEIT—ZAN THA
attr protected :admin

end

# LUIFDE D BB RBI R E LA BE
user.admin = true
p user.admin? #=> true
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class User < ActiveRecord::Base
# LUFTIEELZBEDHA—IZAA GJEE

attr accesible :name, :nickname, :age
end
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<p,
<%= @message %>
</p>
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<%= h(@message) %>
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<%= link to h(IabeI) ctio

n => "hello” %>



EE R

FTEXFAMIhTCIRS—7
HTMLET /X EDFE

ITRAT—TIENELREMRT—

7ZVT

Xt

BRTIC L D TUIEhTIEA A
<SCript>2XFRDAR

—1

onclick=

3] |

l“’.‘

7R EDIE



> h0—3

FERNBFRAVYR
MEPRDF vy



FERLRAAYYR

A MA—ZDpublicXYwy R
(I RT7IarvELTRE
INd!




~ oo IR

class UsersController < ApplicationController
def clear
u »” »” m .
raise “error’ if current user.admin?
destroy users
end

def destroy users
User.delete all
end
end




~ o o XWIER: private

class PostsController < ApplicationController
def clear
raise “error” if current user.admin?
destroy posts
end

private

def destroy posts
Post.delete all
end
end
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before filter
after filter

around filter



~ o e before filter

class PostsController < ApplicationController
before filter :login required, :except => [:list, :show]

private

def login_required
if session[:user id]

return true
else
redirect to(:controller => “login”, :action => "login”)
return false
end
end
end
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class PostsController < ApplicationController
def list
Post.with scope(:find => {
conditions => [
owner = 77,

session[:user id]
1}) do
@posts = Post.find(:all)
end
end
end




DRY with_scope

class PostsController < ApplicationController
private

def with_current_user_scope(&block)
Post.with scope({
find => {
cconditions =) [

] session[:user id]
}s
create =) {
:user_id => session[:user id]
}}, &block)
end
end
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class PostsController < ApplicationController
def list
with current user scope do
@posts = Post.find(:all)
end
end

def create
with current user scope do
Post.create(params|[ :post])
end
end
end
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with current user scope do
category = Category. find(params[:category id])
= category. posts
end
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with current user scope do
category = Category. flnd(params[ category id],
=> :posts)
= category. posts
end
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ScoppedAccess(2)

class PostsController < ApplicationController
around filter ScopedAccess::Filter.new(Post)

private
def method scoping
return {
find => {
7...
},
-create = {
B...
}
}
end

end
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class LoginController < ApplicationController
def authenticate
if user = User.authenticate(params[:username],
params|[ :password])
reset session
redirect to(:controller => ,

-action => )
else
redirect to(:action => )
end
end

end
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$ ./script/plugin install ¥

http://svn.aviditybytes.com/rails/plugins/security extensions
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class PostsController < ApplicationController
verify form posts have security token :only =)
[ :create, :update, :destroy]
end
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<% form for(:post, :url => posts path) do |f| %
<%= hidden field tag(:session id validation,
security token) %

< end %
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<%= @message %> <I-- F4A -->
<%= h(@message) %> <l-- 0K -->

<%= @post.title %> -- FH >
<%= h(@post.title) %> <I-— 0K —->
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$ ./script/plugin install ¥

http://projects.netlab. jp/svn/rails plugins/safe record
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post = Post.find(:first,
conditions => "title = "f{params[:titlel}” ")

i 0K
post = Post.find(:first,
conditions => [
title = 77,
params[:title]
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